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Abstract. Loops and other unbound control structures constitute a major bottle-
neck in formal software verification, because correctness proofs over such con-
trol structures generally require user interaction: typically, induction hypotheses
or invariants must be found or modified by hand. Such interaction involves expert
knowledge of the underlying calculus and proof engine. We show that one can re-
place interactive proof techniques, such as induction, with automated first-order
reasoning in order to deal with parallelizable loops. A loop can be parallelized,
whenever the execution of a generic iteration of its body depends only on the
step parameter and not on other iterations. We use a symbolic dependence anal-
ysis that ensures parallelizability. This guarantees soundness of a proof rule that
transforms a loop into a universally quantified update of the state change infor-
mation effected by the loop body. This rule makes it possible to employ auto-
matic first-order reasoning techniques to deal with loops. The method has been
implemented in the KeY verification tool. We evaluated its applicability with rep-
resentative case studies from the JAvA CARD domain.

1 Introduction

The context of this paper is formal software verification of object-oriented programs.
The target programs are executable JAVA programs (not abstract programs) and we want
to prove complex functional properties of these. There are a number of software ver-
ification systems that target JAVA and related programming languages [2,4, 10, 18,22,
26]. All of these systems are semi-automatic at best. The reason is that the emergence of
undecidable predicates is typical when proving correctness for the combination of data
structures of unbounded size and of control structures that can lead to an unbounded
number of execution steps. Typical examples of the former include integers, lists (ar-
rays), trees. The most important representatives of the latter are loops, recursive method
calls, and concurrent processes. All of them are present in JAVA-like languages.

If we do not want to abstract away from real JAVA programs as in software model
checking [15] or trade off verification for mere bug finding [12], then the inherent lim-
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itations of computability do not allow a complete, uniform deduction system for pro-
gram verification. Even though it seems that the calculi used for program verification
are practically complete in the sense that complex, realistic examples can be handled [4,
8, 16] without encountering incompleteness phenomena, this is not enough. To see why,
let us look at an example.

Example 1 (Array reversal).
The following loop reverses the elements of the int array a:

length / 2 - 1;

for (int i 0; 1 <= half; 1i++) {
int tmp = alil;

al[i] = ala.length - 1 - i];

ala.length - 1 - i] = tmp;

int half = a.

}

A formal specification can be given in first-order logic as follows:

Precondition: a # null
Postcondition: Vj.(0 < j < a.length — a[j] =\old(a)[a.length—1—j])

The keyword \o01d indicates that the value a had before the execution is referred to. O

What are the options to prove total correctness of this loop with respect to its con-
tract? Finite unwinding is impossible and abstraction has difficulties to record that the
value a.length depends on a. The standard approach is to use one of two general-
purpose mechanisms for dealing with unbounded control structures, invariants or in-
duction. In the first case, one would establish that the loop preserves a suitable invariant
property I, which must be strong enough to imply the postcondition. Termination of
the loop is proven separately (and is trivial for this example). Alternatively, an induc-
tion argument over i would typically establish that the loop reverses all array positions.
The problem is that both, a suitable invariant and a suitable induction hypothesis, are
not straightforward to derive from the postcondition: it is necessary to introduce a new
variable k for the index up to which the array has been reversed already, k must have
appropriate bounds, the precondition must be included, etc. In general, the postcondi-
tion might not be given (for example, if the task is to derive the specification from the
code). In this case, it is even more difficult to come up with a suitable invariant or in-
duction hypothesis. In addition, loop rules in realistic imperative languages [6] are very
complex. User interaction involves a high amount of technical knowledge and is thus
extremely expensive.

There is a large body of work on heuristically guided inductive theorem proving,
but most of it is done in the context of functional programming [7, 9]. Existing work on
automatic synthesis of loop invariants in imperative programs [17,23] is defined only
for an abstract while-language. A recent divide-and-conquer technique for decomposi-
tion of induction proofs [20] works for a larger fragment of JAVA, but it is targeted at
simplifying user interaction rather than eliminating it.



Main Contributions

The contribution of this paper is to present a new verification technique that relies nei-
ther on abstraction, nor on invariants, nor on induction. It is complementary to the work
cited above in so far as our goal is to recognize situations where complex invariants can
be avoided altogether.

The key insight (illustrated by means of Example 1) is that the swap operations
realized in the loop body can be executed independently of each other: the assign-
ment to a[i] and the value of a[a.length - 1 - i] do not depend on any a[j] and
ala.length - 1 - j] with i # j provided that i and j are within the bounds specified
in the guard of the loop.

Now, a new way to prove correctness of the loop goes as follows: first compute
the effect of a generic iteration of the loop body parameterized with i; second, prove
that there are no dependencies between different iterations in the loop range; third,
generalize the effect of the loop body over all values that the parameter i takes on in the
loop range; and fourth, prove that the postcondition is implied by the loop. Importantly,
the last step involves no induction, but automatable first-order search stratagems such
as quantifier elimination and term rewriting.

Obviously, verification by parallelization of parametric code is an incomplete veri-
fication technique for loops, because not all loops are parallelizable. On the other hand,
it is not an exotic special case either: from an analysis of the unchanged code of several
real JAVA CARD programs we concluded that parallelizable loops occur naturally and
relatively frequently, see Section 10. As we show in Section 11, verification by paral-
lelization is not restricted to loops, but can be applied whenever a non-linear program
is composed of parametric pieces of code, for example, in recursive calls and concur-
rent processes. In addition, the current trend towards multi-core processors will result
in more code being written in such a way that it is parallelizable. Therefore, verifica-
tion by parallelization is a relevant technique for increasing the degree of automation
in software verification.

The most important aspect of verification by parallelization is that it is a highly au-
tomatable verification technique. First, because the computation of the effect (i.e., the
strongest postcondition relative to a given precondition) U(i) of a piece of code p (i)
parameterized by i is done automatically. Even the choice of the parameter i is auto-
matic and guided by heuristics. The details are given in Sections 4 and 5. Second, the
effect of some non-linear parameterized code (such as a loop with body p (1)) is repre-
sented in form of a universally quantified state update, say, \for int I; {i:=1}{ U(1)}.
Therefore, it can be further processed during the remaining verification proof by em-
ploying first-order reasoning, see Section 8.

Soundness of the universal quantification step is ensured by an automatic symbolic
dependence analysis described in Sections 6 and 7. This analysis is executed not di-
rectly on the code p (i), but on the simplified and normalized effect 7(i) computed by
symbolic execution before. This feature makes our approach robust, because the suc-
cess of the dependence analysis does not rely on any syntactic restrictions of p (i). A
further robustness feature is that our dependence analysis does not simply fail in case
when dependencies are detected, but yields a symbolic constraint that is sufficient for



dependencies not to occur and that can be used elsewhere in the verification attempt,
see Section 9.

In the following section, we collect a number of technical notions needed later on.
In Section 3, we walk informally through the method guided by an example. The re-
maining sections then give the technical details.

2 Basic Definitions

The platform for our experiments is the KeY tool [4], which features an interactive
theorem prover for formal verification of sequential JAVA programs.

2.1 Dynamic Logic for JAVA CARD

In KeY the target program to be verified and its specification are both modeled in an
instance of a dynamic logic (DL) [14] calculus called JAVA DL [3]. JAVA DL extends
other variants of DL used for theoretical investigations or verification purposes, because
it handles such phenomena as side effects, aliasing, object types, exceptions, and finite
integer types. JAVA DL fully axiomatizes the JAVA CARD programming language [27]
which contains all JAVA features minus multi-threading, floating point types, and dy-
namic class loading. It has also some features that JAVA does not have, but they are not
addressed in this article.

Deduction in the JAVA DL calculus is based on symbolic program execution and
simple program transformations and so is close to a programmer’s understanding of
JAVA. It can be seen as a modal logic with a modality (p) for every program p, where
(p) refers to the final state (if p terminates normally) that is reached after executing p.

The program formula (p) ¢ expresses that the program p terminates in a state in
which ¢ holds without throwing an exception. A formula ¢ — (p)y is valid if for
every state § satisfying precondition ¢ a run of the program p starting in .S terminates
normally, and in the terminating state the postcondition y holds.

The programs occurring in JAVA DL formulas are executable JAVA code. Each rule
of the JAVA DL calculus specifies how to execute symbolically one particular statement,
possibly with additional restrictions. When a loop or a recursive method call is encoun-
tered, it is in general necessary to perform induction over a suitable data structure. In
this paper we show how induction can be avoided in the case of parallelizable loops.

2.2 State Updates

In JAVA (as in other object-oriented programming languages), different object type vari-
ables may refer to the same object. This phenomenon, called aliasing, causes difficulties
for the handling of assignments in a calculus for JAVA DL. For example, whether or not
the formula ol1.f = 1 holds after (symbolic) execution of the assignment 02.f = 2;,
depends on whether o1 and o2 refer to the same object. Therefore, JAVA assignments
cannot be symbolically executed by syntactic substitution without causing excessive
branching. In the JAVA DL calculus a different solution is used, based on the notion of
(state) updates.



Definition 1. Atomic updates are of the form 1oc:=val, where val is a logical term
without side effects and 1oc is either (i) a program variable v, or (ii) a field access o . £,
or (iii) an array access a [1i]. Updates may appear in front of any formula, where they
are surrounded by curly brackets for easy parsing. The semantics of {1loc:=vall} is
the same as that of (1oc=val;)¢.

Changes of the computation state can be represented with the help of updates. For
example, the update {loc:=val}¢ represents all states in which the formula ¢ holds
after the value of loc has been changed to val. In a somewhat loose manner we use
updates to represent states, for example, the update {loc:=val} is used to represent an
arbitrary state, where the value of loc is val.

Definition 2. General updates are defined inductively based on atomic updates. If U
and U’ are updates then so are: (i) U, U (parallel composition), (ii) U; U’ (sequential
composition), (iii) \if (b) {U}, where b is a quantifier-free formula (conditional exe-
cution), (iv) \for T s; U(s), where s is a variable over a well-ordered type T and U(s)
is an update with occurrences of s (quantification), (v) { U} U’ application.

The semantics of sequential, conditional, and application updates is obvious, the
meaning of a parallel update is the simultaneous application of all its constituent up-
dates except when two left hand sides refer to the same location: in this case the syntac-
tically later update wins. This models natural program execution flow. The semantics
of \for T s; U(s) is the parallel execution of all updates in Uycp{s:=x; U(s)}. As
for parallel updates, a last-win clash-semantics is in place: the maximal' update with
respect to the well-order on T and the syntactic order within each U(s) wins.

The restriction that right-hand sides of updates must be side effect-free is not es-
sential: by introducing fresh local variables and symbolic execution of complex expres-
sions the JAVA DL calculus rules normalize arbitrary assignments so that they meet the
restrictions of updates. A full formal treatment of updates is in [24], see also [4].

Sequential composition of updates is automatically transformed into parallel com-
position in KeY and we will therefore mostly not consider it further.

3 Outline of the Approach

Let us look at the following example:

for (int i = 1; 1 < a.length; 1i++)
if (¢ !'= 0) a[i] = b[i+1];
else a[i] = b[i-17;

In a first step, the loop initialization expression is transformed out of the loop and sym-
bolically executed. The reason is that the initialization expression might be complex
and have side effects. This results in a state § = {i:=1}. The remaining loop now has
the form: for (; i < a.length; i++)...

! Well-orders are usually defined with respect to minimal elements. We use the dual definition
here, because it is more natural in our setting.



We proceed to symbolically execute the loop body, the step expression, and the
guard for a generic value of 1. In order to do this correctly, we must eliminate from the
current state all locations that can potentially be modified in the body, step, or guard.
In Section 4 we describe an algorithm that approximates such a set of locations rather
precisely. Applied to the present example we obtain i and a[1] as modifiable locations.
Consequently, generic execution of the loop body, step, and guard starts in the empty
state. Note that the set of modifiable locations does not include, for example, c. This is
important, because if § contains, say, c:=1, we would start the execution in the state
{c:=1} and the resulting state would be much simplified.

In our example, symbolic execution of one loop iteration starting in the empty state
gives ' ={i:=i+1, \if (¢ #0){ali]:=bli+11},\if (¢ =0){alil:=b[i-11}},
where the step and guard expressions were executed as well.

The next step is to check whether the state update S’ resulting from the execution
of the generic iteration contains dependencies that make it impossible to represent the
effect of the loop as a quantified update. For §’ this is the case if and only if c is 0 and a
and b are the same array. In this case, the body amounts to the statement a[i] = a[i-1]
which contains a data dependence that cannot be parallelized. All other dependencies
can be captured by parallel execution of updates with last-win clash-semantics. The
details of the dependence analysis are explained in Section 6 and Section 7. In the
example it results in a logical constraint C that, among other things, contains the dis-
junction of ¢ # 0 and a # b. A further logical constraint D strengthening C is computed
which, in addition, ensures that the loop terminates normally. In the example, normal
termination is ensured by a and b not being null and b having enough elements, that is,
b.length > a.length.

At this point the proof is split into two cases using cut formula 2. Under the as-
sumption D the loop can be transformed into a quantified update. If D is not provable,
then the loop must be also tackled with a conventional induction rule, but one may use
the additional assumption =D, which may well simplify the proof.

For the sake of illustration assume now § and S’ both contain {c:=1} and the
termination constraint in 9 holds. In this case, we can additionally simplify S’ to
{c:=1, i:=i+41, ali] :=b[i+1]}.

In the final step we synthesize from (i) the initial state .§, (ii) the effect of a generic
execution of an iteration S’ and (iii) the guard, a state update, where the loop variable i
is universally quantified. The details are explained in Section 8. The result for the ex-
ample in somewhat simplified manner is as follows:

\for int n;
{i==n+1}{\if (i>1Ai<a.length){c:=1,i:=i+1,a[i]:=bli+1]}}

Here we make use of an update applied to an update. The variable n holds the itera-
tion number, i.e., 0 for the first iteration, 1 for the second, and so on. For each iteration
we need to assign the loop variable its value. This is done by the update {i:=n-+ 1}.
We apply this update to the guarded update which has the effect that all occurrences of
i in non-update positions (guard, arguments, right-hand sides) are replaced by n+ 1.
The resulting update is:



\for int n;
{\if (n+1>1An+1<a.length) {c:=1,i:=n+2,aln+11:=bn+2]}}

The for-expression is a universal first-order quantifier whose scope is an update that
contains occurrences of the variable n (see Def. 2 and [24]). Subexpressions are first-
order terms that are simplified eagerly while symbolic execution proceeds. first-order
quantifier elimination rules based on skolemization and instantiation are applicable, for
example, for any positive value j such that j < a.length we obtain immediately the
update a[j]:=b[j+1] by instantiation. Proof search is performed by the usual first-
order strategies without user interaction.

4 Computing the Effect of a Generic Loop Iteration

In this section we describe how we compute the state modifications performed by a
generic loop iteration. As a preliminary step we move the initialization out of the loop
and execute it symbolically, because the initialization expression may contain side-
effects. We are left with a loop consisting of a guard, a step expression, and a body:

for (; guard; step) body (1)

We want to compute the state modifications performed by a generic iteration of
the loop. A single loop iteration consists of executing the body, evaluating the step ex-
pression, and testing the guard expression. This behavior is captured in the following
compound statement where dummy is needed, because JAVA expressions are not state-
ments.

body; step; boolean dummy = guard; 2)

We proceed to symbolically execute the compound statement (2) for a generic value
of the loop variable. This is quite similar to computing the strongest post condition of a
given program. Platzer [21] has worked out the details of how to compute the strongest
post condition in the specific JAVA program logic that we use and our methods are based
on the same principles. Our method handles the fragment of JAVA that the symbolic
execution machinery of KeY handles, which is JAVA CARD [27].

Let p be the code in (2). The main idea is to try to prove validity of the program for-
mula $(p) fin, where fin is an arbitrary, but unspecified non-rigid predicate that signifies
when to stop symbolic execution. Complete symbolic execution of p starting in state .S
eventually yields a proof tree whose open leaves are of the form I' — U fin for some up-
date expression U. The predicate fin cannot be shown to be true or false in the program
logic. Therefore, after all instructions in p have been executed, symbolic execution is
stuck. At this stage we extract two vectors [and U consisting of corresponding I" and
U from all open leaf nodes. Different leaves correspond to different execution paths in
the loop body.



Example 2. Consider the following statement p:
if (1 > 2) a[i] = 0 else af[i] = 1; i =1 + 1;
After the attempt to prove (p) fin becomes stuck there are two open leaves:

VAI>2—{ali]:=0,i:=i+1}fin
VANI(2—{alil:=1,i:=i+1}fin

where V stands for a # null A i >0 A i < a.length. We extract the following vectors:

=(VAI>2VAIE2)
({ali1:=0,i:=i4+1}{alil:=1,i:=i+1}) 3)

Qo

Symbolic execution can become stuck at a leaf containing a program in three ways:

1. The program has been fully executed and only an update and the formula fin re-
main. This is what we call a success leaf. The effect of the program was successfully
transformed into a state update. Success leaves are always of the form I' — Ufin.

2. Abrupt termination caused by, for example, a thrown exception. In this case the
program cannot be transformed into a state update. We call this a failed leaf.

3. The strategies for automatic symbolic execution were not strong enough to execute
all instructions in the program. This could possibly be remedied by enabling more
powerful and expensive strategies and restart symbolic execution. If they are still
not strong enough, we count the leaf as a failed leaf.

If a failed leaf can be reached from the initial state, then our method cannot handle
the loop. We must, therefore, make sure that our method is only applied to loops for
which we have proven that no failed leaf can be reached. We construct the vector F
consisting of the path conditions I" of all failed leaves and let the negation of F become
a condition that needs to be proven when applying our method.

Example 3. In Example 2 we only showed the success leaves. When symbolic execu-
tion becomes stuck, there are, in addition to the success leaves, failed leaves of the
following form:

a = null — ... fin
aZmnull A i<O0 — ... fin
aZnull A i<£a.length — ... fin

The first leaf corresponds to the case where a is null and using a throws a null
pointer exception. The second and third leaves correspond to the case where i is outside
a’s bounds and accessing a[1i] throws an index out of bounds exception. From the failed
leaves we extract the following vector:

F = (a=mnull, a7 null A i <0,a7 null A i £ a.length)



Note that symbolic execution discards any code that cannot be reached. As a conse-
quence, an exception that occurs at a code location that cannot be reached from the
initial state will not occur in the leaves of the proof tree. This means that our method is
not restricted to code that cannot throw any exception, which would be very restrictive.
So far we said nothing about the state in which we start a generic loop iteration.
Choosing a suitable state requires some care, as the following example shows.

Example 4. Consider the following code:

c = 1;

i = 0;

for (; 1 < a.length; i++) {
if (¢ !'= 0) a[i] = 0;
b[i] = 0; }

At the beginning of the loop we are in state St = {c:=1, i:=0}. It is tempting, but
wrong, to start the generic loop iteration in this state. The reason is that i has a spe-
cific value, so one iteration would yield {a[0]:=0,b[0]:=0, i:=1}, which is the re-
sult after the first iteration, not a generic one. The problem is that Sj,; contains infor-
mation that is not invariant during the loop. Starting the loop iteration in the empty
state is sound, but suboptimal. In the example, we would get {\if (c#0) {a[i]:=0},
b[i]:=0, i:=1i+4 1}, which is unnecessarily imprecise, since we know that c is equal
to 1 during the entire execution of the loop. a

We want to use as much information as possible from the state Sj,;; at the beginning of
the loop and only remove those parts that are not invariant during all iterations of the
loop. Executing the loop in the largest possible state corresponds to performing dead
code elimination. When we reach a loop of the form (1) in state S,y we proceed as
follows:

1. Execute boolean dummy = guard; in state S, and obtain .§. We need to evaluate
the guard since it may have side effects. Evaluation of the guard might cause the
proof to branch, in which case we apply the following steps to each branch. If our
method cannot be applied to one of the branches we backtrack to state Sipi and use
the standard rules to prove the loop. If the guard evaluates to false, we skip the loop
and proceed using the standard rules.

2. Compute the vectors f 1 and i from (2) starting in state S.

3. Obtain §’ by removing from § all those locations that are modified in a success
leaf. This is done as follows: for each modified location in S, add an update of
the location to itself in parallel to the updates in §. They are added syntactically
after all updates in S and, therefore, the clash-semantics of updates ensures that the
previous assignments to the modified locations in § are canceled. More formally,
S'is defined as follows: §" =S, U,y p(7,5) {/:=1} Where mod(71,S) is the set of

locations in § whose assigned term in 71 differs from its assigned term in S. How
to compute this set is discussed below.
4. If §’ = S then stop; otherwise let S become S’ and goto Step 2.



The algorithm terminates since the number of locations that can be removed from the
initial state is bound both by the textual size of the loop? and, in case the state does not
contain any quantified update, the size of the state itself. The final state of this algorithm
is a greatest fixpoint containing as much information as possible from the initial state
S. Let us call this final state Sie,.

Example 5. Example 4 yields the following sequence of states:

Round‘Start state ‘State modifications ‘New state ‘Remark
1 {c:=1,1:=0}[{a[01:=0,b[0]:=0, i:=1} [{c:=1,1:=1}
2 {c:=1,i:=i}|{alil:=0,b[i]:=0,i:=i+1}|{c:=1,1i:=i}

Fixpoint

O

Computing the set mod(‘?l,j’ ) can be difficult. Assume S contains a[c] :=0 and U
contains a[i]:=1. If i and c can have the same value then a[c] should be removed
from §, otherwise it is safe to keep it. In general it is undecidable whether two variables
can assume the same value. A similar situation occurs when .S contains a. £:=0 and 7
contains b. f := 1. If a and b are references to the same object then a. f must be removed
from the new state. These issues are handled by using a dependence analysis to compute
mod(71,.S). The details of how this is done are described in Section 7.

5 Loop Variable and Loop Range

For the dependence analysis and for creating the quantified state update we need to
identify a loop variable and the loop range. The requirement we have on a loop variable
is that it must, in each success leaf, be updated with the same step function by an
unguarded update.

When deciding whether a particular variable i is a possible loop variable, we look
for a function step such that i :=step(i) is found in each update U € 1. Remember that
{1 contains the updates from all success leaves. In KeY, finding such a function is often
not possible due to eager simplification performed on updates. If, for example, for a
specific leaf, the path condition contains i = O the update i:=i+ ¢ will be simplified
to i:=c. This means that even if i:=i+ ¢ is the step function of the loop it will not
be found in all leaves. To handle this we must take the path condition I'" into account.
For each success leaf with path condition I and update U we require that under the
path condition, step(i) is equal to the expression assigned to i by . Formally, this is
expressed by I' — step(i) = Ui.

The step function describes the execution order of the loop iterations and expresses
how the loop variable changes between each loop iteration. For constructing the quanti-
fied state update we need to know the value that the loop variable has in each iteration of
the loop, that is, we need to have a function from the number of an iteration to the value
of the loop variable in that iteration. This function is defined as iter(n) = step” (start)
where n is the number of the iteration and start the initial value of the loop variable.

2 Including the size of any method called by the loop.
3 The new state that gets computed is {c:=1,1:=0, i:=1} butis simplified to {c:=1, i:=1}.



In JAVA DL we cannot write recursive expressions directly, so we have to rewrite the
body of iter into a non-recursive expression. This is in general hard, but whenever the
loop variable is incremented or decremented with a constant value in each iteration, it
is easy to do. At present we impose this as a restriction: the step function must have the
form i + e, where i is the loop variable and e is invariant during loop execution. Then
one obtains the following definition: iter(n) = start+n * e. It would be possible to let
the user provide the definition of iter allowing for more complicated step functions to
be handled. It would, however, come at the price of making the method less automatic.

To identify the loop variable, we start with the set of variables occurring in the
loop and remove all those for which a step function cannot be found. After this we
might be left with more than one variable. Since we cannot, currently, handle more than
one loop variable we need to eliminate the other candidates. If they are not eliminated
they would cause data flow-dependencies that could not be handled by our method. A
candidate is eliminated by transforming its expression into one which is not dependent
on the candidate location. For example, the candidate 1, introduced by the assignment
1 =1 + c;,canbe eliminated by transforming the assignmentinto 1 = init + n * c;,
where init is the initial value of 1 and n the number of the iteration.

To make the identification of loop variables more efficient we use a heuristic that
favors variables that occur in the loop guard (as loop variables often do) and that are
syntactically small (for example, i is considered smaller than a[1]).

Example 6. Consider the code in Example 2 which gives the vector in (3). The only
variable for which a step function can be found is i. It is, therefore, identified as the
loop variable. a

To determine the loop range we begin by computing the specification of the guard in a
similar way as we computed the state modifications of a generic iteration in the previous
section. We attempt to prove (boolean dummy = guard; ) fin. From the open leaves of the
form I' — {dumny:=e, ...} fin, we create the formula GS which characterizes when the
guard is true. Formally, GS is defined as \/[(I" A e = true). The formula GF character-
izes when the guard is not successfully evaluated. We let GF be the disjunction of all
" from the open leaves that are not of the form above.

Example 7. Consider the following guard g = i < a.length. When all instructions in
the formula (boolean dummy = g;) fin have been symbolically executed, there are two
success leaves:

a#mull A i<a.length — {dummy:=true}fin
aZmnull A i¢a.length — {dummy:= false } fin

From these we extract the following formula GS:

(a null A i <a.length A true = true) V
(a#mull A i< a.length A false = true)

After simplification of GS we obtain:

aZmnull A i <a.length



When the instructions have been symbolically executed, there is also a failed leaf con-
taining a = null — ... fin. From it we extract the formula GF = a = null. a

The formula GR,, characterizes when the iteration number n is within the loop range.
The following definition expresses that there exists an iteration where the loop variable
has the value iter(n) and, moreover, this iteration can be reached:

GR,=n>0 A {i:=iter(n)}GS A Vm.0 <m < n — {i:=iter(m)}GS

It is important that the loop terminates, otherwise, our method would be unsound.
We, therefore, create a termination constraint GT that needs to be proven when apply-
ing our method. The termination constraint expresses that there exists a number n of
iterations after which the guard formula evaluates to false. The constraint GT is defined
as:

GT =3n.n> 0N {i:=iter(n)}-GS

6 Dependence Analysis

Transforming a loop into a quantified state update is only possible when the iterations
of the loop are independent of each other. Two loop iterations are independent of each
other if the execution of one iteration does not affect the execution of the other. Accord-
ing to this definition, the loop variable clearly causes dependence, because each iteration
both reads its current value and updates it. We will, however, handle the loop variable by
quantification. Therefore, it is removed from the update before the dependence analysis
is begun. The problem of loop dependencies was intensely studied in loop vectoriza-
tion and parallelization for program optimization on parallel architectures. Some of our
concepts are based on results in this field [1, 28].

6.1 Classification of Dependencies

In our setting we encounter three different kinds of dependence; data flow-dependence,
data anti-dependence, and data output-dependence.

Example 8. 1Tt is tempting to assume that it is sufficient for independence of loop itera-
tions that the final state after executing a loop is independent of the order of execution,
but the following example shows this to be wrong:

for (int i = 0, sum = 0; i < a.length; 1i++) sum += a[i];

The loop computes the sum of all elements in the array a which is independent of the
order of execution, however, running all iterations in parallel gives the wrong result,
because reading and writing of sum collide. a



Definition 3. Let S; be the final state after executing a generic loop iteration over
variable i during which it has value J and let < be the order on the type of i.

There is a data input-dependence between iterations K # L iff Sg writes to a location
(i.e., appears on the left-hand side of an atomic update) that is read (appears on the
right hand side of an atomic update or as an argument or in a guard of an update) in
S.-We speak of data flow-dependence when K < L and of data anti-dependence, when
K> L

There is data output-dependence between iterations K # L iff Sg writes to a location
that is overwritten in Sy.

Example 9. When executing the second iteration of the following loop, the location
a[1], modified by the first iteration, is read, indicating data flow-dependence:

for (int i = 1; 1 < a.length; i++) ali] = ali - 1];
The following loop exhibits data output-dependence:
for (int i = 1; 1 < a.length; i++) last = al[il;

Each iteration assigns a new value to last. When the loop terminates, last has the value
assigned to it by the last iteration. a

Loops with data flow-dependencies cannot be parallelized, because each iteration
must wait for a preceding one to finish before it can perform its computation.

In the presence of data anti-dependence swapping two iterations is unsound, but
parallel execution is possible provided that the generic iteration acts on the original state
before loop execution begins. In our translation of loops into quantified state updates
in Section 8 below, this is ensured by simultaneous execution of all updates. Thus,
we can handle loops that exhibit data anti-dependence. The final state of such loops
depends on the order of execution, so independence of the order of executions is not
only insufficient (Example 8) but even unnecessary for parallelization.

Even loops with data output-dependence can be parallelized by assigning an ordinal
to each iteration. An iteration that wants to write to a location first ensures that no
iteration with higher ordinal has already written to it. This requires a total order on the
iterations. From the step function we extracted the function iter, so this order can easily
be constructed. The order is used in the quantified state update together with a last-win
clash-semantics to obtain the desired behavior.

6.2 Comparison to Traditional Dependence Analysis

Our dependence analysis is different from most existing analyses for loop paralleliza-
tion in compilers [1, 28]. The major difference is that these analyses must not be expen-
sive in terms of computation time, because the user waits for the compiler to finish. Tra-
ditionally, precision is traded off for lower cost. Here we use dependence information
to avoid using induction which comes with an extremely high cost, because it typically
requires user interaction. In consequence, we strive to make the dependence analysis as
precise as possible as long as it is still fully automatic. In particular, our analysis can
afford to try several algorithms that work well for different classes of loops.



A second difference to traditional dependence analysis is that we do not require a
definite answer. When used during compilation to a parallel architecture, a dependence
analysis must give a Boolean answer as to whether a given loop is parallelizable or not.
In our setting it is useful to know that a loop is parallelizable relative to satisfaction of a
symbolic constraint. Then we can let a theorem prover validate or refute this constraint,
which typically is a much easier problem than proving the original loop.

7 Implementation of the Dependence Analysis

Our dependence analysis analyzes a loop and symbolically computes a constraint that
characterizes when the loop is free of dependencies. The advantage of the constraint-
based approach is that we can avoid to deal with a number of very hard problems such as
aliasing: for example, locations a[i] and b[i] are the same iff a and b are references to
the same array, which can be difficult to determine. Our analysis side-steps the aliasing
problem simply by generating a constraint saying that if a is not the same array as b then
there is no dependence. The validity of the generated constraint will then be decided by
a theorem prover.

When looking for dependencies in the loop we do not analyze the loop itself but
the state updates computed from the generic loop iteration. The dependence analysis
is, therefore, defined over updates. The binary function & defined in Table 1 takes two
updates as arguments and computes a constraint that characterizes the absence of data
flow-dependence among its arguments. In the definitions, we let locs(t) be the set of
locations occurring in the term ¢ and slocs(1oc) the set of locations occurring as argu-
ments in loc as defined below:

slocs(v) =0
slocs(o.£) = locs(0)
slocs(alil) = locs(a) Ulocs(i)

The computation of the dependence constraint of a loop uses the vectors [ and U
extracted from the success leaves during symbolic execution of the loop body. They
were obtained as the result of a generic loop iteration in Section 4. If the preconditions
of two leaves are true for two different loop iterations we need to ensure that the updates
of the leaves are data flow-independent of each other (Def. 3). Formally, if there exist
two distinct iteration numbers k and [ and (possibly identical) leaves r and s, for which
k <1, {i:=iter(k)}T'; and {i:=iter(I)}I's are true, then we need to ensure indepen-
dence of U, and U.

We do this for all pairs of leaves and define the dependence constraint for the
entire loop as follows where GR is the loop range predicate and I,z ; is defined as
{i:=iter(k)} U, & {i:=iter(l)} Us.

_ GR, ANGR; A
C=\VkL. (" <IA ({i:ner(k)}rm{i:irer(z)}n» sk

s

The condition k < [ ensures that we only capture data flow-dependence and not data
anti-dependence.



Table 1. Computing dependence constraints among updates.

Atomic updates

true when v ¢ (locs(val’) Uslocs(1oc))
false otherwise

R — I — -
ol.f:=valdloc:=val’ = ﬁ(\/UZ.fe(locs(val/)Uslocs(loc)) ol =02)
: o— o— !/ _ - L)
a[i]:=val d loc:=val’ = _‘(Vb[j]e(locs(val’)Uslocs(loc)) (a=bAi=3))

vi=val 8 loc:=val’ = {

General updates

Uud\if (b){U'} =-bvUdU
\if (b) {U}d U =-bvUdU
Ud\for Ts; U (s) =Vs. US U (s)
\for T s; U(s) & U =Vs. U(s) U

’ll(),...,’umS‘U(/),...,‘Ul/l =/\i7jui6u}

Example 10. Consider the loop from the array reversal Example 1. When computing
the effect of the generic loop iteration, we get one success leaf with the following up-
date: {tmp:=a[i],ali]:=ala.length - 1 - i],ala.length - 1 - i]:=a[il}.

The dependence constraint Iy is false only if a.length - 1 - iter(l) = iter(k)
holds. In the example we have ifer(n) = n, so this can be simplified to a.length - 1 =
k+1.

In order for C to be true we need to show that there are no iteration numbers k
and /, such that the above equality holds. From the guard specification we obtain that
the maximum iteration number is a.length / 2 - 1. The maximum value of k + 1 is,
therefore, a.length - 3 which is not equal to a.length - 1. This makes C true and
means that the loop does not contain any dependencies that cannot be handled by our
method. a

Computing mod(7L,.5)

In Section 4 we used mod(‘Zl,S ) to compute the set of those locations in .§ whose
assigned term in U differs from its assigned term in §. This is very similar to an output
dependence analysis. If a location is assigned a different term in U and § there will be
an output dependence between them. Similarly as above, we define in Table 2 a function
&° that gives the set of locations, where the terms in its two update arguments differ. The
fourth case in the part for atomic updates in Table 2 is the default that is used when none
of the other cases applies.

It is sometimes not possible to decide the when side conditions in Table 2. In this
case we approximate conservatively and assume they are true. Possibly, we remove too
much information this way, but the method remains sound. If the second argument is a
quantified update, the set of locations could potentially be very large which would make
the computation of 8° very expensive. This can, however, not happen since quantified
updates cannot occur in the updates computed for the generic loop iteration.



Table 2. Computing output dependence constraints.

Atomic updates

v:=val § v:=val = {v} when val # val’

0.f:=vald’ o’ .f:=val’ ={o’.f} wheno=o0' Aval #val’
alil:=val 8 b[jl:=val’ = {b[j]} whena =bAi=3jAval #val’
_&_ =0

General updates

U \if (b) {U'} = U& U whenb
\if (b) {Uu} & U = U & U whenb
U \for T s; U (s) =, U U(s)
\for T's; U(s) 8° U =, U(s) & U

Uy, Uy & Up,..., Uy =U;; U U

Another possibility when a side condition cannot be decided would be to compute
two different results, one result for when the condition is true and one for when it is
false. A problem with this approach is that it potentially doubles the number of returned
results each time a side condition cannot be decided. The returned result is used for the
computation of the generic loop iteration and, therefore, returning many results would
lead to many different generic loop iterations where each needs to be analyzed by the
dependence analysis.

Further details on the implementation of the dependence analysis are in [25].

8 Constructing the State Update

If we can show that the iterations of a loop are independent of each other (i.e., the con-
straint C defined in the previous section holds), we can capture all state modifications
of the loop in one update. Concretely, we use the following quantified update (GR,,, [',,
iter, and ‘U, were defined in Sections 4 and 5):

Ujpop = \for int n; {\if (GR,) {{1:=iter(n)}| J\if (T,) {U}}} 4)

The innermost conditional update in (4) corresponds to one loop iteration, where
the loop variable i has the value iter(n). In each state only one I', can be true so we do
not need to ensure any particular order of the updates .

The guard GR ensures that the iteration number 7 is within the loop range. We must
take care when using last-win clash-semantics to handle data output-dependence. The
iteration with the highest iteration number should have priority over all other iterations.
This is ensured by the standard well-order on the JAVA integer type.



9 Using the Analysis in a Correctness Proof

When we encounter a loop during symbolic execution we analyze it for parallelizability
as described above and compute the dependence constraint. We replace the loop by (4)
if no failed leaves for the iteration statement or the guard expression can be reached
(see Section 4), the loop terminates (formula GT, see Section 5), and the dependence
constraint C in Section 7 is valid. Taken together, this yields:

D =( N\ ~(En.GR, A {i:=iter(n)} F)) A
FeF
—(3n.GR, A {i:=iter(n)}GF) N GT N C

If D does not hold, we fall back to the standard rules to verify the loop (usually
induction). In many cases it is not trivial to immediately validate or refute . Then we
perform a cut on D in the proof and replace the loop by the quantified state update
Ujoop (4) in the proof branch where 9D is assumed to hold. The general outline of a
proof using a cut on D is as follows:

IfnotI' = D,
use standard induction ID = uuloon<--->¢
' = Uffor ... ; ...)0,D I,D = Ulfor ... ; ...)0 .
' = Ulfor ... ; ...)0 o

If we can validate or refute D we can close one of the two branches. Typically,
this involves to show that there is no aliasing between the variables occurring in the
dependence constraint. Even when it is not possible to prove or to refute D our analysis
is useful, because D in the succedent of the left branch can make it easier to close.

10 Evaluation

We evaluated our method with three representative JAVA CARD programs [19]: De-
Money, SafeApplet and IButtonAPI that together consist of ca. 2200 lines of code (not
counting comments). These programs contain 17 loops. Out of these, our method can
be applied to five (sometimes, a simple code transformation like v += e tov = v0 +
i * e is required). Additionally, four loops can be handled if we allow object creation
in the quantified updates (which is currently not realized). The remaining eight loops
cannot be handled because they contain abrupt termination and irregular step functions.
The results are summarized in Table 3.

All loops in the row “handled” are detected automatically as parallelizable and are
transformed into quantified updates. The evaluation shows that a considerable number
of loops in realistic legacy programs can be formally verified without resorting to inter-
active and, therefore, expensive techniques such as induction. Interestingly, the percent-
age of loops that can be handled differs drastically among the three programs. A closer



Table 3. Parallelizable loops in some representative JAVA CARD programs.

DeMoney |SafeApplet |IButtonAPI |Total
LoC 1633 514 102 2249
Size (kB) {182 22 3 207
#loops |10 6 1 17
handled |4 0 1 5
with ext. |3 1 0 4
remaining |3 5 0 8

inspection reveals that the reason is not that, for example, all the loops in SafeApplet
are inherently not parallelizable. Some of them could be rewritten so that they become
parallelizable. This suggests to develop programming guidelines (just as they exist for
compilation on parallel architectures) that ensure parallelizability of loops.

11 Future Work

The coverage of our verification method can be improved in various ways. One ex-
ample is the function from the iteration number to the value of the loop variable (see
Section 5). In addition, straightforward automatic program transformations that reduce
the amount of dependencies (for example, v += e; into v = vInit + i * e;) could be
derived by looking at the updates computed from a generic loop iteration. Recent work
on automatic termination analysis [11] could be tried in the present setting for proving
the termination constraint in Section 5.

We intend to develop general programming guidelines that ensure parallelizability
of loops. The current trend towards multi-core processors will result in more code being
written in such a way that it is parallelizable and will for sure rekindle the interest in
parallelizability.

Critical dependencies exhibited during dependence analysis are likely to cause com-
plications even in a proof attempt based on a more general proof method such as in-
variants or induction. Hence, one could try to use the information obtained from the
dependence analysis to guide the generalization of, for example, loop invariants.

At the moment we take into account JAVA integer semantics only by checking for
overflow. The integer model could be made more precise by computing all integer op-
erators modulo the size of the underlying integer type. This would require changes only
in the dependence analysis; the JAVA DL calculus covers full JAVA integer semantics
already [5].

So far our verification method has been worked out and implemented for loop struc-
tures, however, it can be seen as a particular instance of a modular approach to proving
correctness of non-linear programs composed of code pieces p (i) parameterized by
some i:

1. Compute automatically the effect Uy (i) of p (i) with respect to a given precondi-
tion.



2. Using the dependence analysis on Up (i), compute a sufficient condition C under
which the code p (i) can be seen as modular with respect to different iterations of
the parameter 1.

3. The result of the analysis can be used in non-linear composition of p (i) as done
here for iterative control structures. The idea is just as well applicable for recursive
method calls and concurrent processes as is illustrated by the following example:

int[] a = new int[n];

for (int i = 0; 1 < n; 1i++) |
new MyThread (i, a).start ();

}

If we assume that the run () method of the class MyThread updates exactly position
i of the array a, then the effect can be easily captured by an update obtained from
executing run () in the instance created by new MyThread(i,a);. One difference
to loops is that in the context of threads one would probably exclude data output-
dependence (see Section 6.1) unless assumptions about the scheduler can be made.
Otherwise, the inherently parallel structure of state updates is well suited to model
concurrent threads.

In this paper we do not discuss in detail what happens after a loop has been transformed
into a quantified update. This is outside the scope of the present work. So far, the KeY
theorem prover has limited capabilities for automatic reasoning over first-order quanti-
fied updates. Since quantified updates occur in many other scenarios [24] it is worth to
spend more effort on that front.

12 Conclusion

We presented a method for formal verification of loops that works by transforming
loops into automatable first-order constructs (quantified updates) instead of interactive
methods such as invariants or induction. The approach is restricted to loops that can be
parallelized, but an analysis of representative programs from the JAVA CARD domain
shows that such loops occur frequently. The method can be applied to most initialization
and array copy loops but also to more complex loops as witnessed by Example 1.

The method relies on the capability to represent state change information effecting
from symbolic execution of imperative programs explicitly in the form of syntactic up-
dates [3, 24]. With the help of updates the effect of a generic loop iteration is represented
so that it can be analyzed for the presence of data dependencies. Ideas for the depen-
dency analysis are taken from compiler optimization for parallel architectures, but the
analysis is not merely static. Loops that are found to be parallelizable are transformed
into first-order quantified updates to be passed on to an automated theorem prover.

A main advantage of our method is its robustness in the presence of syntactic vari-
ability in the target programs. This is achieved by performing symbolic execution be-
fore doing the dependence analysis. The method is also fully automatic whenever it is
applicable and gives useful results in the form of symbolic constraints even if it fails.
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